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Xu hudng rui ro tan cong mang

D@ liéu bi 16 ra chtra hon 77 trieu thong tin khach hang
dang dwoc rao ban trén khéng gian mang cua nhirng
ngwdi dung da tieng dang ky hoac st dung dich vu cua
NitroPDF.

RO ri 17GB dir liéu KYC cua ngu¢i dung tai Viét Nam,
hang nghin chirng minh thw nhan dan bi rao ban trén
khéng gian mang.

Ma nguon ctia BKAV dwoc rao ban trén mang.

Cac van ban tuyét mat cia Bd Coéng an va Bd Quéc
phong Viét Nam, Dir liéu 2 trieu ngwei dung tr cac cong
ty ban lé dién may, Tap dir liéu 50 nghin ngwoi dung tw
san két ndi tai chinh TIMA dwoc rao ban tai Raidforum.
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. Khach hang va gidi thuéng.
\ ¢® > NOi lyc con nguoi, chuyén gia cong
B gt L nghé.

NEN TANG QUAN LY
AN TOAN THONG TIN

CONG TY CONG NGHE THONG TIN VNPT
' / VNPT INFORMATION TECHNOLOGY COMPANY



(ﬂ]cept

“VNPT
Cyber Immunity”



Biological immune system

n V"“S

Skin/
mucous membrane

Innate immunity | [Phagocyte

B Cells
Adaptive T Cells
Immunity

Antybody

LR Aciveic.

_Sw twong dong véi

Artificial Immune system

: Cyber criminal
7 a

Firewall /
Intrusion detection systems

End point protection
Signature based IDS

Quarantene

| Erase

¥

\

§>o

T

Allow

W

VNPT -i-

Cyber Immunity



San pham/Dich vu

ATTT cua VNPT

P

Services

Product

\/




VNPT Gidi thuéng, chirng nhan ATTT

/ VNPT : \ / Reseacher \

/ > Top 10 doanh nghiép Bao mét - An toan thong tin 2020 \ / > Hang chuc zeroday dwoc phat hién hang nam
VNPT MSS: Il CTF:
Pon Vi dau tién tai Viét Nam dap &ng yéu cau ky thuat — NCSC 2020 || > V6 dich Security Bootcamp 2020
Dich w an toan théng tin tiéu biéu 2020 - VNISA || > Giadi Nhi Vietnam CyberRange 2019
Sao Khué 2021 — VINASA | Organizer:
Giai thwdng thanh phé thong minh Viét Nam 2021 II > Tb chirc nhidu sw kién an toan thong tin tai Viét Nam

Cyber Security Global Excellence Awards 2021 I|

YV V. V V VY VY

Top 5 doanh nghiép Viét Nam vé giam sat va rng clvu sy cd An toan II
théng tin mang 2021 — VNISA I
VNPT Pentest:
> Dich w an toan théng tin tiéu biéu 2020 - VNISA II
» Sao Khué 2021 — VINASA II

ZERO DAY

> Top 5 doanh nghiép Viét Nam vé& kiém tra va danh gia An toan théng tin ||
mang 2021 — VNISA [

VNPT DNS Protection [ o~
> San phdm An toan théng tin méi xuét séc 2019 — VNISA [

CHIA KHOA VANG

> San phdm an toan théng tin trién vong xuét s&c 2021 - VNISA I\
VNPT Smart IR I\
Nhan tai dat Viét 2019

— — — — — — — — — — — — — — — —— — — —

>

> San phdm an toan théng tin trién vong xuat s&c 2020 - VNISA

» Machine Learning Security - Security Global Excellence Awards 2021 /
>

Sao Khué 2021 "Céac san pham, giai phap phan mém méi" - VINASA / CONG TY CONG NGHE THONG TIN VNPT
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VNPT - DICH VU KIEM THU XAM NHAP ATTT

M6 ta san pham
. Xac dinh cac 16 hong bao mat cia trng dung Web App, Mobile App
- Phan tich ruai ro, anh hwéng cta nhivng 16 hdng trong hé thdng va danh

gia mirc dd &nh hwdng dén an toan, bao mat hé thong. Bwa ra khuyéen cao

dé khac phuc cac 16 hdng bado mat.




VNPT DICH VU KIEM THU XAM NHAP ATTT

Cyber Immunity

Sw can thiet  Hau qua khi mat ATTT

i :
|
: 1 Mat uy tin, 2 ‘ Ton that vé 3 Ton thatve !
: thwrong tai chinh quyen s |
: hiéu hiru tri tue |
|
: |
| -
! 4 Vi pham phap 5 ‘ Mat thong 6 Mat chi phi |
! luat lién quan tin ca nhan do gian :
: den cac hanh doan kinh
: viphap ly. doanh |
: (Luat ANTT) :
: |




VNPT DICH VU KIEM THU XAM NHAP ATTT

Cyber Immunity

CEH CHFI

Certified § Ethical Hacker Hacking Forensic

Computer
P INVESTIGATOR

Internal Audit
ISO 27001
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SEEIHLY
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ecurity
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Zero-Day, 1-Day

Web phere

ORACLE

BUSINESS INTELLIGENCE

ORACLE

WEBLOGIC SERVER

DICH VU KIEM THU XAM NHAP ATTT

@ Literay

20 +

CVSS base score 6.5 -> 9.8

<|II

= Radar

EbSharePOint

Nghiém trong (Critical), Cao (High)
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Khach hang

Khéi co quan Nha nudc:

DICH VU KIEM THU XAM NHAP ATTT

Cuc ATTT VNCERT/CC

Khéi Ngan hang va Doanh nghiép:

pvor®  Yi-MB

'\l

e SBSI %2

mobifone

VIETNAM POST

30+ Cdc tinh, TP

cB™ HDBank m

Vietnam Airlines

ecooark? VinCommerce

Aﬁm

~ W 7™ A DIT
) GAPIT
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VNPT DICH VU KIEM THU XAM NHAP ATTT

Cyber Immunity

Doi ngii chuyén gia trinh dd cao, Gia lap va tim kiém 16 héng 0-day,
c6 nhiéu kinh nghiém vé nghién 1-day trén cac nén tang Ung dung
clu 16 héng va kiém thif xam trude khi exploit méi trusng LIVE
nhap cac hé théng I6n. cua khach hang.

Co kinh nghiém danh gia an toan :
thong tin cho cac hé thong tai Q Nghién ctfu va viét ma khai thac
(]

16 héng 0-day, 1-day trén cac nén
tang (ng dung Web, Mobile

chinh, ngan hang, doanh nghiép
I6n; cac hé thong chinh phu dién
tu cap tinh, thanh pho.

Két hop ki thuat phan tich tha C6 hé thong thu thap thong tin,

cong bén canh phan tich tu dong do tham d liéu tu dong dé chu

phat hién toi da 16 hong lién quan dong tim ra cac dif liéu nhay cam

ngh|ép vu (Business Log|c) v’ (sgnsitive data) phuc vu ViéC
kiém thut

CONG TY CONG NGHE THONG TIN VNPT
VNPT INFORMATION TECHNOLOGY COMPANY
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VNPT - DICH VU KIEM THU XAM NHAP ATTT

Cyber Immunity

Bao cao ket qua dau ra

« Bao cao
1. Théng tin 16 héng
2. PoC (Kich ban tan coéng)
3. Khuyén nghi khac phuc

» Chirng nhan dam bao an toan théng tin
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VNPT Nang luc ATTT cua dich vu

» Don vi dau tién tai Viet Nam dat
chuan két noéi, chia sé théng tin
v@i Trung tam Giam sat An toan an
ninh mang Qudc gia NCSC.

w Chia khoa vang 2020: Dich vu an
toan théng tin tiéu biéu

» Giai thworng Sao khué 2021

» Doanh nghiép dau tién tai Viét
Nam dat giai thwérng An toan Bao
mat thé gioi 2021 (Cyber Security

Global Excellence Awards)
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TRUNG TAM GIAM SAT AN TOAN KHONG GIAN MANG QUOC GIA
XAC NHAN
Cong ty Cong nghé thong tin VNPT
Da hoan thanh viéc
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VNPT Nang luc ATTT cua dich vu

Giai thwong

2021 Cyber Security Global Excellence Awards®

17th Annual 2021 Cyber
Security Global Excellence Awards
winners

GLOBEE AWARDS GRAND WINNER GLOBEE AWARDS GOLD WINNER GLOBEE AWARDS SILYER WINNER

CYBER SECURITY CYBER SECURITY CYBER SECURITY
GLOBAL EXCELLENCE GLOBAL EXCELLENCE GLOBAL EXCELLENCE
AWARDS AWARDS AWARDS

Source: https://globeeawards.com/cyber-security-global-excellence-
awards/winners/?fbclid=IwAR2jvwMHqgo4yWfp2mKIOQioOoxlh4tMCCdVqgxUB7WsnjzcaOVDjgwo9P5Dw

CONG TY CONG NGHE THONG TIN VNPT
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Nang luc ATTT cua dich vu

Khach hang

Céng théng tin
dién te Chinh pha

TRUC LIEN THONG VAN BAN Qudc GIA

VDR

Truc lién thong van ban

Quéc gia

CONG THONG TIN ASEAN VIET NAM

ASEAN - CONG DONG CUA NHING CO HOI

Ha Nam

«€6NG DICH VU CONG QUOC GIA
dichvucong.gov.vn

Céng dich vu cong quéc gia

AN GIANG

Théng tin va Truyén
thong tinh An Giang

Théng tin va Truyén
thong tinh Tay Ninh

Vién Han lam Khoa
hoc xa hoi Viét

CONG THéNé'ﬂ&‘gﬁN )
NP TiNH TUYEN QU

http:/Auyenquang.

Tuyén Quang

Nam

Téng cuc théng
ké

TP
(ﬁt_‘%
=

Quang Nam

Dak Lak

Tién Giang

GialLai

Bac Liéu

CONG TY CONG NGHE THONG TIN VNPT
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VNPT Dich vu VNPT MSS - Su can thiét

» Dau tw cac gidi phap ATTT khéng dem
lai hiéu qua. Cac hé thdng van bi xam
nhap, chiém quyén diéu khién, danh
cap théng tin. Anh hwéng dén uy tin t6
chire, don vi.

» Thiéu hut nhan lwc ATTT chuyén
mon sau. Chwa c6 cac quy trinh phan

VNPT MSS (rng trwéc cac cudc tAn cdng mang

Nén tdng Quan ly an toan théng tin

w VNPT MSS: S dung nhitng cong nghé tién
tién nhat, vdi dodi ngl nhan lwc trinh do6
cao, giup doanh nghiép, td chirc han ché, [oooo |
giam thiéu thiét hai rui ro, bao vé gia tri
cot 16i cia doanh nghiép.

CONG TY CONG NGHE THONG TIN VNPT
/ VNPT INFORMATION TECHNOLOGY COMPANY



VNRT VNPT MSS - Chi so vé ATTT

Loi ich Giam sat

» VNPT MSS d truc tiép » Tryc tiép xi 1y, phat hién
ti€p nhan x& ly hon | va g& bé hon 98.723 canh

32.904.434 sw kién tan bdo tan cong lién quan
bat thwong lén hé déen cac sw kién ma doc,
thong ' virus, APT...

w Giam sat hién trang ATTT » HO tro va phan (rng nhanh

ctia don vi, kip thoi phat VNP T V55 chéng, 24/7 truéc hon 17
h|én 6, glal doarj d‘éu hO’n Nén tdng Quan ly an toan théng tin Sl_]’ C6 ATTT ma,c d’@
500 cudc tan cong NGHIEM TRONG Ién hé
Web/Deface, thong Web

3.974.323.003 sw Kkién
tan céng mang DDOS
gian doan dich vu




VNPT Dich vu VNPT MSS - Su can thiét

Hé thdng théng tin phuc vu phat trién CPDT cap B, Tinh ~ A 4 >
| [ “trung thm Glam satAT ) » Yéu cau thwce té trong chi
oM qube i dao 1552/BTTTT-CATTT
P V/v B6n doéc té churc trién
g | | o ndn khai dam bao an toan
trey ng hep, ~ . A LY cc
pely Py thong tin theo mo hinh “4
e Il o Iop”.
Trung tdm diéu hanh an toan, an ninh mang SOC _ t :1:“;9 cane méi
. 4 vio cac de doa, b > . >
(0 (1) Ly loong ta o J) o » Nen tang VNPT MSS giai
lg,‘:; ( (2) Giam sat, bao vé chuyén nghiép ] e th:r::ntin qu yet dwoc bai toan giup
bf; [ (3) Kiém tra, danh gia an toan thang tin chuyén nghiép | S L ) don Vi dép l]’ng dU’Q’C cac
ét nédi, b p > ~
\_L\_ ) [ (4) Két ndi, chia sé théng tin vai hé thong NCSC J/ T‘rungt‘&m ﬂjng et khi? Io,p bao ve q u an trgng.
Hé so dé xuat cap dé [[ Q':n'ﬁﬂ phé] Pl H: vé ]l Cp;::"rﬁﬂgg’;}?ggle
Kiém soat tuan tha va Yéu ciu kiém soat
Nguy co, rii ro va Bién phap kiém soat
Quy dinh phap Iy va H6 so cap do

CONG TY CONG NGHE THONG TIN VNPT
/ VNPT INFORMATION TECHNOLOGY COMPANY



VNPT VNPT MSS - Tinh nang, thé manh

Cyber Immunity

ST TTT ST T T s s s e e e \ ‘ &
VNPT MSS sé gitip cho khach hang | Ly alae
» Giam sat 24/7, theo déi tat cd cac ﬁ%@ﬁ il
ngudn log (firewall IPS/IDS, network, i

database server, file server, domain
controller, DNS, email, web/app, AD,

/
| :
| |
| |
| |
|
: |
- : L& )
: Endpoint...) |
- .n < > , < . Phat hién va canh D4i ngil Giam sat ATTT co
] »Phat hién va’canh bao theo thg’l : béo theo thoi gian ky néing chuyén sau, kinh
| gian thwc doéi voi cac cubc tan | thyc nghigm
I coéng/hanh vi bat thuwong \ o @ o
| STy SN 'j
, » Ngan chan cac cuoc tan cong vao | E: ﬂ
hatang khach hang. | olg ]
| »Xac dinh nguyén nhan, tién hanh = Ten hop Cloud da Xéc dinh nguyén nhén  Kich bén phong thi
I khac phuc sw c0, ra soat, tim ra cac 5 Ao tic cuthé ciccudctin  Giam sat ATTT phong
2 2 x . , I De dang tich hop céng mang hi
| diém yéu d&n dén nguy co thn cong | Dédéng trén ki ' i
]

VNPT INFORMATION TECHNOLOGY COMPANY

\ — jl’(_)OL C_a'u_sg) ____________ - /’ CONG TY CONG NGHE THONG TIN VNPT



VNET VNPT MSS - Cac nhom dich vu

GIAM SAT NG CUPU SU’ cO
(SECURITY MONITORING) (INCIDENT RESPONSE)

(
|
|
|
L : Tac dong ra soat
: trén hé thong phat sinh
o
|
|
|
|
|
|
|
|
|

Tac déng vao

THREAT HUNTING nhiéu hé thong

(SAN TIM CHU DONG MOI NGUY) B6 sung néng cao

tri thiec ATTT

PIEU TRA TRUY VET
(FORENSIC)

CONG TY CONG NGHE THONG TIN VNPT
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VNPT VNPT MSS - Pap irng yéu cau 2022

BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
Pic lip - Ty do - Hanh phie

sé: 00 /cT-BTTTT Ha N6i, ngay A6 thang 9 nam 2021
CHI THI

V& viée b chire trién khai dién tip thuc chién bdo dim an
toan théng tin mang

» Trong nam 2022, VNPT xac
dinh muc tiéu dong hanh
cung cac S& Ban nganh dia
phwong t6 chirc hoat déng
thwe chién va mién phi dén 3
thang cho cac dich vu cua
VNPT MSS theo pham vi tiéu
chuan.

» VNPT MSS clng dap wrng
cac yéu cau mé&i vé hoat
doéng dién tap thwc chién
ATTT (60/CT-BTTTT va
1/HD-CATTT)

» San pham da doéng goi, dé
dang tich hop, trién khai,
thu hoi tiy theo yéu cau cua

BO THONG TIN VA TRUYEN THONG CQONG HOA XA HOQI CHU NGHIA VIET NAM

CUC AN TOAN THONG TIN Djc lap - Ty do - Hanh phiic
S6: 1 /HD-CATTT Ha Néi, ngay 24thang 02nam 2022
HUONG DAN

Thue hién hoat dng dién tip thwe chién

CONG TY CONG NGHE THONG TIN VNPT
/ VNPT INFORMATION TECHNOLOGY COMPANY



VNPT Dich vu VNPT MSS

Két qua daura

Cung cap cac canh bao

Bao cao
VNPT MSS cung cap bao cao két . (Alert)x ]
qua danh gia va xt Iy ATTT hé sw kién da nén tang
théng chi tiét dinh ky theo « Email/SMS
tuan/thang/quy/dot xuét - Phone call

.+ OTT

Security Index
« Giam thiéu tbi da cac nguy co
va ri ro mat an toan théng tin
 Giup doanh nghiép c6 burc
tranh téng thé, co chién lwoc
ATTT ro rang

Giao dién cho khach hang
« VNPT MSS Dashboard
e Trouble ticket

—®

CONG TY CONG NGHE THONG TIN VNPT
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Tap doan Buu Chinh Vien Théng Viét Nam

P VNPT

57 Huynh Thic Khang —Déng Pa — Ha Noi

e 0243.7265.276 | security@vnpt.vn

VNPT Da Nang:
Nguyén Thanh Thay - GD TTCNTT
0913488445 - thuynt.dng@vnpt.vn




