UBND THANH PHO DA NANG CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tu do - Hanh phuc

S6: 1205 /STTTT-CNTT Pa Nang, ngay 24 thang 5 nam 2023

VIV moi tham gia tham dinh gia dich vy
“Thué dich vu Cloud Sercurity béo v¢ hé thong
thong tin thanh pho”

Kinh gui: Céc t6 chuc, don vi thim dinh gia

Can ctr Quyét dinh sb 499/QD-UBND ngay 20/3/2023 ciia UBND thanh
phd Da Ning vé viéc phé duyét Danh muc chuong trinh, du 4n Gng dung va phat
trién Cong nghé thong tin thanh phd Pa Ning nam 2023;

S& Thong tin va Truyén thong thanh phd Pa Nang (TT&TT) kinh moi cac
t6 chtrc, don vi du diéu kién tham dinh gia tham gia chao gia tham dinh cho
nhiém vu: “Thué dich vu Cloud Sercurity bao vé hé thong thong tin thanh phd”
véi cac ndi dung chinh tai Phu luc dinh kém.

S& TT&TT kinh dé nghi Quy t6 chirc, don vi quan tim cung cap dich vu
tham dinh gia giri ho so cho S trudce ngay 30/5/2023 dé tong hop, lya chon. Ho
so bao gom:

1. Van ban phuc dap cua don vi.

2. Chao phi tham dinh gia cta don vi.

3. Ho so ning luc, Gidy dang ky kinh doanh ctia don vi.

Thong tin chi tiét vui long lién h¢ Ban quan ly cac chuong trinh, du an
CoOng nghé thong tin nam 2023, so dién thoai 0236 3840 125, thu dién tu
cntt@danang.gov.vn.

S Thong tin va Truyén thong kinh giri Quy Pon vi dugc biét va quan tim

tham gia./
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Phu luc
MO TA DICH VU CLOUD SERCURITY BAO VE HE THONG THONG TIN THANH PHO
(Kém theo Céng van so 1205 [STTTT-CNTT ngay  /5/2023 ciia S6 Théng tin va Truyén thong thanh phé Pa Néng)
1. Noi dung thuc hién cia du an:

Thuc hién thué dich vu Cloud Sercurity bao vé hé théng thong tin thanh phé trong thotl han 01 ndm bdo dam cac yéu ciu
Sau:

+ Béo vé tng dung trudc cac loai tin cong nhu 16 hong phd bién Top 10 OWASP, cac 16 hong 1-day, 16 hong tir framework,
may chu web, ...

+ Phong chdng tin cong DDoS 16p timg dung quy md 16n

+ Ngan chin cac hanh vi bat thuong t&i website (crawler, scanner ...)

+ Cung céap cac cong cu ¢ thé cau hinh & xir Iy kip thoi ngay khi phat hién tan cong;

+ Quan ly ACL blacklist & whitelist (IP, URL)

+ Céu hinh tap luat theo tiéu chuan hodc tuy chinh khong gidi han

+ Cung cép giao dién giam sat cac thong s nhu sb luong két ndi dong thoi, bing thong, downtime/uptime

+ Thong ké, Dashboard thoi gian thuc (thdng ké luu luong truy cap website va giam sat su kién an toan thong tin)
+ HO tro k¥ thuat, xtr Iy su ¢b trong qué trinh str dung dich vu.

2. Tong du toan: 270.000.000 VND.

((Bing chit: Hai tram bdy mwoi triéu dong.l.)
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