1204/STTTT-CNTT

SG Thong tin va Truyén théng
stttt@danang.gov.vn
06.06.2018.11:21:1.1 +07:00
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S6: 1204 /STTTT-CNTT Pa Nang, ngay 06 thang 6 ndam 2018

V/Vv canh bao ma ddc maoi VPNfilter

Kinh guri:
- Céc s0, ban, nganh;
- UBND céc quan huyén, phuong xa;
- Céc co quan Dang, Mat tran, td chure chinh tri - xa hoi;
- Céc co quan Trung wong trén dia ban thanh phd;
- Cac doanh nghiép CNTT trén dia ban thanh phd.

Thyc hién chirc nang theo ddi, giam sat an toan thong tin mang trén dia
ban thanh phé Pa Nang, S¢ Thong tin va Truyén thong canh bdo ma doc méi
VPNfilter nhu sau:

1. M4 doc VPNFilter 1a mdi de doa méi ddi voi cac thiét bi dinh tuyén
router va thiét bi luu trit NAS trén quy mo toan cau. Khong gidng nhu hau hét
cac moi de doa ddi véi cac thiét bi 10T khac, VPNFilter co kha nang duy tri sy
hién dién lién tuc trén thiét bi bi lay nhiém, ngay ca sau khi khoi dong lai.
VPNFilter ¢6 kha ning 1am gian diép luu luong truy cap duoc dinh tuyén thong
qua thiét bi, 1am té liét cac thiét bi va ngan chan két ndi trén moi truong mang.

Khi di 14y nhiém thanh cong, VPNFilter sé khoi dong lai thiét bi. Tu do,
né tao duoc két ndi 1au dai va cai dat ma doc phuc vu cho giai doan hai. Pac
trung ciia mang botnet st dung ma doc VPNFilter 1a thu muc c6 dudng dan
/var/run/vpnfilterw dugc tao ra trong qua trinh cai dat.

Theo thong tin tir cac chuyén gia trén thé gidi, ma doc nay da anh huong
dén 500.000 thiét bi dinh tuyén cta khach hang tai 54 qubc gia trén thé gidi, bao
gom Viét Nam. Cac thiét bi d bi phat hién bi anh huéng ciia ma do bao gom
cac thiét bi dinh tuyén Linksys, MikroTik, Netgear and TP-Link va thiét bi luu
trlr cua QNAP.

2. Bé dam bao an toan, an ninh thong tin d6i v6i cac hé théng thong tin
trén dia ban thanh phd, S¢ Thong tin va Truyén thong kinh dé nghi c4c co quan,
don vi:

a) Kiém tra, ra soat cac thiét bi hién c6 cta don vi nim trong danh muc
thiét bi co kha nang lay nhiém cao tai Phu luc kém theo Cong van nay; cai dit
lai thiét bi vé mic dinh dé x6a md doc va cap nhat chuong trinh co so
(firmware) cta céc thiét bi;
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b) Cai dat mat khau truy cap cac thiét bj véi do kho cao va dic biét luu y
khong st dung mat khau mic dinh dé truy cap vao thiét bi.

S& Thong tin va Truyén thong kinh dé nghi Quy co quan, don vi trién
khai thuc hién. Thong tin chi tiét vui long lién h¢é 6ng Pham Thanh Son, Chuyén
vién Phong Cong nghé thong tin, S& Thong tin va Truyén thong (Pién thoai IP
6207, dién thoai cb6 dinh 0236 3840125, di dong 01684157558, email
sonpt2@danang.gov.vn)./.
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Phu luc .
DANH MUC THIET BI CO KHA NANG LAY NHIEM CAO
(Kem theo Cong van so  /STTTT-CNTT ngdy  thang 6 nam 2018
cua So Thong tin va Truyén thong)

STT Tén thiét bi
1 | Linksys E1200
2 | Linksys E2500
3 | Linksys WRVS4400N
4 Mikrotik RouterOS for Cloud Core Routers: Versions 1016, 1036, and
1072
5 | Netgear DGN2200
6 | Netgear R6400
7 | Netgear R7000
8 | Netgear R8000
9 | Netgear WNR1000
10 | Netgear WNR2000
11 | QNAP TS251
12 | QNAP TS439 Pro
13 | Other QNAP NAS devices running QTS software
14 | TP-Link R600VPN
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